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Well-Known Web Applications

AEvery conceivable use. ..
A Content Management/Blogging
A Forums
A Emall
A E-Commerce
A DB Admin
A Backup and File Storage Admin
A Device/System/\V/M Admin
A Version Control Ul
A Intranet/Collaboration
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Special Challenges Securing Web Apps

ARemotely accessible by nature
AlLots of attack surface exposed (direct and indirect)

AEasy to set up and admin A Fly under IT radar
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Special Challenges Securing Web Apps

AFast release cycle (often open-source)

AExploits are (often) simpler to create & comprehend
“‘woet http.//example.com/wp-login.php?action=rp&key/]="

“wget —header “Cookie: tinybrowser_lang=../../.././../../../Z0O0MGSECRETS\r\n”
http./7example.com/plugins/editors/tinymee/jscripts/tiny_mce/plugins/tinybrowser/fo
lders.php

A(...and of course everything the WAF vendors are saying)
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WAS Is Overkill For Well-Known Apps

AKnown app + known-vulnerability list = traditional vulnerability
management

AKnowing the version is good enough to infer vulnerabilities
A It's not nearly as sexy, but it works

ADiscovering the app and version A Fingerprinting
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Existing Fingerprinting Approaches

Alabor intensive to add/update signatures

A Manually locate version in files or build regexes for headers
A If selected strings go away, human effort to notice and update

ADecent hardening pretty much nukes them

A Built-in options to remove identifiers (eg, meta generator)
A Remove standard files

AEasy to lie to

AFingerprinters like this:
ASedusa (in nmap), Wappalyzer, Backendinfo, Plecost, etc, etc. ..
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More Advanced Tools

ATypically improve in one area

A Resistant to hardening
A Less labor intensive

AHave their own downsides

A Less specific results
A Some request massive amounts of data (> 20 megs!)
A Some are less generic (Plecost = Wordpress Only)

AFingerprinters like this:
ASucuri, WAFP, WhatWeb, BackEndinfo (sortof),
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http://sucuri.net/?page=docs&title=fingerprinting-web-apps

(Goals for a (WebApp) Fingerprinter

AVery Generic

AFast

ALow resource usage

AAccurate (Low FP/FN)

AResistant to hardening/banner removal
ASuper easy to support new versions/apps

A We'll come back to these later
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The Blind Men and the Elephant

@ QUALYS



Collect and Eliminate Possibilities

Fan or Elephant

Spear or Elephant

:

Vine or Elephant
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Intersect the Possibilities and.
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Preparing the Data

A
-

Web App Versions

What versions will a
path give me info
on?

j

i

If | want to confirm or

ik

rule out a
\ersions version/versions, what'’s
Table a path that will do that?

= 3.2.10

@ QUALYS 14 BLACK HAT USA 2010



HashesTable

Nordpress—o.ﬁ—gold/*/*.*
wordpress-0.72-beta-1/*/*.*

wordpress-0.72-RC1/*/*.*
wordpress-1.0.1-miles/*/*.*
wordpress-1.0.1-RC1/*/*.*
wordpress-1.0.2/*/*.*
wordpress-1.0.2-blakey/*/*.*
wordpress-1.0-platinum/*/*.*
wordpress-1.0-RC1/*/*.*
wordpress-1.2.1/*/*.*
wordpress-1.2.2/*/*.*
wordpress-1.2-beta/*/*.*
wordpress-1.2-delta/*/*.*
wordpress-1.2-mingus/*/*.*
wordpress-1.2-RC1/*/*.*
wordpress-1.2-RC2/*/*.*

wordpress-2.9/*/*.*
wordpress-2.9.1/*/*.*
wordpress-2.9.1-betal/*/*.”
wordpress-2.9.1-betal-11S/*/*.*
wordpress-2.9.1-11S/*/*.*
wordpress-2.9.1-RC1/*/*.*
wordpress-2.9.1-RC1-11S/*/*.*
wordpress-2.9-beta-1/*/*.*
wordpress-2.9-beta-1-11S/*/*.*
wordpress-2.9-beta-2/*/*.*
wordpress-2.9-beta-2-11S/*/*.*
wordpress-2.9-11S/*/*.*
wordpress-2.9-RC1/*/*.*
wordpress-2.9-RC1-1IS/*/*.*
wordpress-1.5-strayhorn/*/*.*
wordpress-2.0.7-RC2/*/*.*
wordpress-2.2.1/*/*.*

\wordpress-2.5.1/*/*.*

~

PathsTable

%

VersionsTable

3.0.3,3.0.4,3.0,

(I

( 4bf4
(I

('/styles/sub Haabd
(I

('/styles/sub

( f379.

2.0.20,2.0.21
/language/Is
/templates/s

/language/Is 0

(I
(
('/templates/s
(
|

/instal|/schema_s/mssq|_schema.sql'i '045¢c0fcfaadf89d771b07b66a74....
&/oontrib/README.html', '61f46292¢72f73935bcc2b74403d8b74") /




How Many Files?

AWordpress ~83k files in 166 versions
AphpBB ~17k files in 32 versions
AMediaWiki ~68k files in 68 versions
AJdoomla ~109k files in 33 versions
AMovableType ~164k files in 95 versions
ADrupal ~33k files in 114 versions

7z

A... and many more

AWordpress Plugins ~ ~103k files in 1200 versions
ADrupal Plugins ~76K files in 983 versions
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Fingerprinting

Fitness
Heuristic

Best Candidates to Identify the Version

/htaccess.ixt', 14 hashes/31 versions, fitness=15.0 \
'/language/en-GB/en-GB.ini', 14 hashes/20 versions, fitness=14.64
'/language/en-GB/en-GB.com_content.ini', = 13 hashes/20 versions, fitness=13.64
'/configuration.php-dist', 10 hashes/28 versions, fitness=10.90
'/includes/js/joomla.javascript.js’, 8 hashes/28 versions, fitness=8.90
'/media/system/js/validate.js', 8 hashes/20 versions, fitness=8.64
'/media/system/js/caption.js’, 8 hashes/20 versions, fitness=8.64
'/language/en-GB/en-GB.mod_feed.ini', 8 hashes/20 versions, fitness=8.64
'/media/system/js/openid.js', 8 hashes/20 versions, fitness=8.64
'/language/en-GB/en-GB.com_contact.ini', 8 hashes/20 versions, fitness=8.64
'/language/en-GB/en-GB.mod_breadcrumbs.ini’, 7 hashes/20 versions, fitness=7.64
'/media/system/js/combobox.js’, 7 hashes/20 versions, fitness=7.64
'/language/en-GB/en-GB.mod_search.ini', 7 hashes/20 versions, fitness=7.64
'/templates/rhuk_milkyway/css/template.css’, 7 hashes/20 versions, fitness=7.64
Qnedia/system/js/switcher.js', 7 hashes/20 versions, fitness=7.64 /
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Candidate Files: MovableType

A /mt-static/mt js

A /mt-static/js/tc/client.js

A /mt-static/css/main.css

A /tools/run-periodic-tasks

A /mt-static/js/tc/tagcomplete.js
A /mt-static/js/edit.js

A /mt-static/js/tc/mixer/display.js
A /mt-static/js/archetype_editor.js
A /mt-static/js/tc/mixer.js

A /mt-static/js/tc/tableselect js
A ...
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Candidate Files: Mediawiki

A /Documentation.htmi

A /Changelog

A /translators.htmi

A /README

A /scripts/create-release.sh
A /lang/sync_lang.sh

A /Documentation. txt

A /scripts/create_tables.sql
A /js/functions.js

A /lang/check_lang.sh

A ...

Fully aata-ariven approach
finas useful info even in
obscure and counterintuitive
files
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Best Candidates

mcess.txt'
'/language/en-GB/en-GB.ini'

'/language/en-GB/en-GB.com_content.ini'
'/configuration.php-dist',
'/includes/js/joomla.javascript.js'
'/media/system/js/validate.js'
'/media/system/js/caption.js'
'/language/en-GB/en-GB.mod_feed.ini'
'/media/system/js/openid.js'
'/language/en-GB/en-GB.com_contact.ini'
'/language/en-GB/en-GB.mod_breadcrumbs.ini'
'/media/system/js/combobox.js'
'/language/en-GB/en-GB.mod_search.ini'

'/templates/rhuk_milkyw/css/template.css'
\Tia/system/js/switcher.js'

~
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